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My background

• B.A. Political Science
• M.A./PH.D. Sociology

• Cognitive and Formal Sociology + Technology in Everyday Life
• Ethnographer (former passion for coding and quantitative analysis)



Today:  Snapshot of Camouflage, a work-in-
progress

• What is camouflage?
• How do we use it in our daily lives?
• What are the consequences of how we use it?
• How is this the same and different across face-to-face and digital 

environments?



Thinking broadly



10 principles of camouflage (so far)

#1:  Camouflage is defined by its purpose, which is 
to deceive a target about the presence, true nature 
and/or intent of that which has been camouflaged.  
It is a fundamentally social, other-directed 
phenomenon. 
#2:  Successful camouflage is tailored to a target’s 
sensory perception. It may rely on any combination 
of any of the target’s senses in order to achieve its 
purpose.
#3: Successful camouflage relies on both 
appearance (better, sensory presence) and 
behavior.  It can include multiple layers of 
concealing techniques, whether ascribed or 
achieved.
#4:  Successful camouflage is about fit – deceptive 
techniques that work extremely well in one 
social/physical/experiential environment are 
unlikely to work in another. 

#5:  Successful camouflage meets a target’s 
expectations, as well as their needs and/or desires.
#6:  All camouflage emerges in response to specific 
reward structures.
#7:  Successful camouflage is designed or 
developed over time in order to achieve a specific 
goal -- or set of goals – within the relevant reward 
structures.
#8:  The purpose of all camouflage is to buy time.
#9:  All camouflage is discoverable.  Experience, 
skills, and the will to discover it will increase the 
chances of “seeing” it.
#10:  The challenge of camouflage is either to 
discover it in time – or to prevent exactly that.



Currently:  Is there a grammar of camouflage?  
What are the equivalent forms across the face-to-
face and digital realms?

https://www.tripadvisor.co.nz/LocationPhotoDirectLink-g297979-d1854235-i111475499-
Hassle_Free_Travel-Canakkale_Canakkale_Province_Turkish_Aegean_Coast.html

http://www.bsp.com.ws/Security-Messages/Messages/Trojan-Virus.aspx



For example, insights from WWII camouflage

“Camouflage uses concealment and deception to promote our offensive action, to surprise, to 
mislead the enemy, and to prevent him from inflicting damage upon us.

…not only does camouflage conceal or hide, but it strives to break up or alter the familiar structural 
lines and appearance of objects, to mislead as to what the object is or give the impression that it is 
something else; it prevents the enemy from determining what activity is taking place or its extent

…delay[ing] the recognition of a target and imped[ing] engagement; caus[ing] an enemy gunner or 
pilot to be deceived or confused, thus either preventing an attack or at least causing it to be 
inaccurate.”

-- Gordon L. Rottman, World War II Tactical Camouflage Techniques (2013 
Osprey Publishing, Oxford)



Dazzle warships

https://publicdomainreview.org/collections/dazzle-ships/

USS Charles S Sperry (1944) USS Smith (1944)

https://publicdomainreview.org/collections/dazzle-ships/

“The dazzle technique was employed, not in order to 
conceal the ship, but rather to make it difficult for the 
enemy to estimate its type, size, speed and direction of 
travel.”  -- The Public Domain Review

https://publicdomainreview.org/collections/dazzle-ships/


How might this translate to the 
digital realm?  The 2016 U.S. 
Presidential Election

http://media.salon.com/2016/04/hillary_clinton38.jpg http://static1.uk.businessinsider.com/image/566efb02dd08952b058b45a5-
480/donald-trump.jpg

https://tlgrm.eu/stickers/putin_stickers



digital camouflage: false and misleading digital representations, used 
in order to deceive a target about the producers’ presence, true nature, and/or intent. 

• Fake facts
• Fake news
• Fake people
• Fake ads
• Fake organizations
• Fake events



Fake news
from utterly and entirely to 
partially and misleadingly 

http://www.bbc.co.uk/news/ele
ction-us-2016-37381452

https://www.youtube.com/watch?v=h2uSa8qGqek



Fake people

• Social bots

”According to Sam Woolley, a researcher from Oxford University’s Project on Computational Propaganda …about 50-55%50 
to 55 percent of Clinton’s Twitter activity—the likes, follows, and retweets she gets—is from bots, which is typical for high-
profile public figures. But Trump’s automated Twitter activity, according to Woolley, is a much higher 80 percent.

The content these bots generate is enormous. …And pro-Trump activity has only intensified as the election campaign has 
gone on. By the third debate, bots posting pro-Trump tweets outnumbered pro-Clinton bot tweets 7 to 1.”

https://www.wired.com/2016/11/political-twitter-bots-will-rage-election-day/

“Large collections of social bots, also known as 
botnets, are controlled by botmasters and used 
for coordinated activities.”  -- Varol, et al (2017) “Online 
Human-Bot Interactions” ICWSM



Fake ads, fake organizations, fake events

https://www.nytimes.com/2017/11/01/us/politics/russia-2016-election-facebook.html

https://www.nytimes.com/2017/11/01/us/politics/russia-technology-facebook.html



The most effective?  Efforts that 
broke up and blurred the lines 
between true and false, real and 
fake, disguising the exact nature of 
the perpetrators, their methods, 
and their purpose.

A kind of digital dazzle, maybe? • Real photo of 
British postal 
worker

• Fake organization
• Completely 

fabricated article
• Over 6 million 

shares

https://www.nytimes.com/2017/01/18/us/fake-news-hillary-clinton-cameron-harris.html



Next up…parallels between face-to-face and digital detection

https://biology.stackexchange.com/questions/44140/what-is-the-evolutionary-advantage-of-red-green-color-blindness
https://hoaxy.iuni.iu.edu/

https://biology.stackexchange.com/questions/44140/what-is-the-evolutionary-advantage-of-red-green-color-blindness



THANK YOU
Christena Nippert-Eng
Department of Informatics
cnippert@Indiana.edu
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