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Online  Privacy  Paradox





How  do  we  design  solutions  that  
enable  users  to  reconcile  
interaction  benefits and  privacy  
expectations?
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Mismatches  were  of  two  types.

Undersharing =   Preference  denied  but  allowed  in-situ

Oversharing =   Preference  allowed  but  denied  in-situ

Patil S., Hoyle, R. J., Schlegel R., Kapadia, A., and  Lee, A. J. (2015) 
Interrupt now or inform later?: Comparing immediate and delayed 
privacy feedback. In Proceedings of CHI 2015, Seoul, Korea.
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ABSTRACT
Owing to the ever-expanding size of social and professional
networks, it is becoming cumbersome for individuals to con-
figure information disclosure settings. We use location shar-
ing systems as a vehicle to unpack the nature of discrepan-
cies between a person’s disclosure settings and contextual
desires. Specifically, we conducted an experience sampling
study (N = 35) to examine various contextual factors that
contribute to such divergence. We found that immediate feed-
back about disclosures without any ability to control such dis-
closures can evoke feelings of oversharing. Moreover, devi-
ation from specified settings does not always signal privacy
violation; it is just as likely that settings prevent information
disclosure that is considered permissible in situ. Our find-
ings further motivate selective control when sharing location
with socially distant recipients and when visiting atypical lo-
cations.

INTRODUCTION
The ubiquity of portable devices equipped with WiFi and cel-
lular network access has made it easy to track devices’ loca-
tions and has provided people with many ways to share loca-
tion information with others. For instance, many people use
stand-alone location sharing systems (LSS) to share their lo-
cation (e.g., Foursquare) or use LSS embedded within other
platforms (e.g., Facebook Places) to ‘geotag’ data. Recent
studies have shown that people find utility in sharing loca-
tion information for a variety of reasons, including meeting
up with friends, receiving discounts and other rewards, pro-
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moting oneself, and increasing the involvement of distant re-
lations in everyday life [22].

Despite their utility, the use of LSS is not without risks. LSS
such as Google Latitude and Apple Find My Friends allow
contacts to monitor each other’s locations without explicit ac-
tion by the person being tracked. Such an approach raises
privacy concerns because people may not anticipate all possi-
ble sensitive situations in advance (e.g., a visit to the mental
health clinic). Disclosure preferences specified to control lo-
cation sharing may not be applicable when handling such un-
foreseen conditions. To address this limitation ‘in-the-loop’
systems require users to grant or deny each location request
explicitly. In-the-loop systems are necessarily more disrup-
tive to the people being queried. To strike a balance between
online and in-the-loop modes, researchers have proposed
ways to convey ‘exposure feedback’ that raises awareness and
allows users to reflect on accesses to their data without requir-
ing interaction for each and every request [23, 24, 26].

Research Questions

Our research aims to advance the usability of exposure-aware
location LSS by better understanding when and why peoples’
disclosure settings diverge from their in-situ preferences. To
this end, we address the following research questions:

R1: To what degree do a-priori location-disclosure prefer-
ences differ from in-context sharing preferences and why?
Disclosure settings supported by most LSS require project-
ing the rich context of everyday life onto relatively few di-
mensions (e.g., identity of requester, day, time). Even though
these settings are imprecise, it is unclear whether the impre-
cision can be characterized based on contextual factors.

R2: How do people react to immediate feedback on location
exposure (i.e., the notification that one’s location has been
disclosed) as compared to making in-the-loop disclosure de-
cisions? In other words, how do people feel when the system
uses their pre-specified access control rules to make a deci-
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“Privacy  Fit”  enhances  social  
benefits.
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Social  Navigation can  enhance  
settings.  

Sameer Patil, Xinru Page, and Alfred Kobsa. (2011)  With a little help 
from my friends: Can social navigation inform interpersonal privacy 
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Enhance  UX  for  privacy  
management.
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